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CYBERSECURITY:  
THE NEED FOR A USER-FOCUSED PROGRAM 

IDENTIFYING THE NEED FOR CHANGE 
 Organizations are spending more and more money and resources on securing their 
information systems.  In most cases, this process can be likened to how the rulers of 
old secured their castles – they reinforced their walls, they dug their moats, they 
posted sentries.  They hoped that, by looking daunting to the outside, uncertainty 
would strike the minds of would-be aggressors, discouraging the attack.  Frequently, 
they were right.  Sometimes, they were horribly wrong. 

 While much time has passed since those olden days, in our modern age the 
concept of security is, unfortunately, still frightfully comparable.  When securing an 
organization in the cyberspace, castle walls and moats have been replaced with 
system hardening and firewalls.  This method has long discouraged the casual 
passerby attacker; those whose skills have not yet been sufficient enough to slip 
through layers of security.  Persistent, skilled attackers are another matter altogether; 
at some point, they will get in.  Unfortunately, there is no such thing as a perfect 
defense.  This year alone, cyber-attacks have cost the world economy approximately 
$445 Billion1 USD (with some claiming the actual cost to be $3 Trillion, with an 
increase of 300% from 2012, only two years ago7).  And the year is still far from 
over. So, what can we do? 

 Investing resources into newer, smarter security systems is usually at the top of 
the list for many CSO/CISO/Security Managers.  Those systems are tangible, produce 
metrics, and clearly address the part of creating the outward appearance of “looking 
daunting” to a would-be attacker.  Because of those three factors, cybersecurity 
budgets often go toward technologies. 

 However, and regrettably, leaders often forget - the underlying, even going so far 
as to say principal, weakness of security systems has always remained a constant 
throughout the ages: the people who are already “in the castle.”  No matter how 
strong your lock is, or how high your walls are, if someone unlocks the gate, even if it 
is unknowingly, the attacker will succeed.  And, in recent years, over 90% of all 
cyber-attacks succeeded precisely due to that - successful exploitation of the human 
element. 

 In this day and age, to keep an organization safe in cyberspace, one must adopt a 
two-pronged approach: one must invest in a suitable security infrastructure and one 
must invest in the people who use it.  The former has been the norm over the 
centuries; the latter still appears to be a novel concept, and it is also where a lot of 
companies seem to fail. 
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ENDORSEMENT 
 Employees will follow guidelines laid out by their managers.  Given allocated 
time, they will attend the training and generally comply with what is said.  However, 
very frequently, the problem often lies with managers themselves – they often think 
the program applies only to those they supervise, or think that they are too keen to be 
the one to inadvertently open the gate.   

 Before any plans are put on paper, the program must receive support from highest 
echelons. Clear guidance must be given that the education program applies to every 
single employee, regardless of position.  After all, why pool resources into educating 
only some people on how to keep the castle safe while permitting others to keep 
assuming they already know how?  Unfortunately, that latter part of “regardless of 
position” often needs to be stressed and, in the end, it all boils down to the strength of 
leadership. 

CRAFTING THE PROGRAM 
 When designing a security education program, user awareness and understanding 
is the intended goal.  Everyone knows what “understanding” means, however, there is 
often confusion as to what “awareness” actually is, often mistaking “awareness” for 
“knowledge.”  It is this precise misperception that lies at the crux of the difference 
between a successful security program and one that is merely-existing as a “check the 
block.”  “Knowledge” deals with the acquisition and retention of data, whereas 
“awareness” is about learning how to recognize when that which was learned is 
applicable.  This fundamental difference is also why most companies give up and 
focus only on the technological infrastructure.  

 If one were to consider the discussion on the lessons learned by industry-
recognized security training specialists, in order to be successful, a security education 
program has to do three things: be varied, so as to be accepted by all intended parties; 
be continuous, to ensure the recipients are used to thinking in a particular fashion; and 
be personal, so people actually associate with the material and “internalize” it. 

VARIETY 

 DIFFERENT PEOPLE LEARN IN DIFFERENT WAYS.   Those ways, or styles, of 
learning are usually broken down into: Visual, Auditory, and Tactile.  Visual people 
tend to learn from books, web pages, handouts, and (shudder) PowerPoint 
presentations.  Auditory people are more comfortable with lectures, podcasts, and 
discussions.  Tactile people are all about actually participating in the experience and 
being “hands-on.”  While most people are capable of learning using various methods, 
most prefer to learn in one particular fashion, or a combination of the two they are 
most comfortable with.  It is also important to note that information presented in a 
style not preferred by the individual is less likely to be remembered or understood.  
With that in mind – when designing the program, it is important to have elements 
from each of the three categories within it.   
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 TIME.   To be truly varied, training elements need to come in, both, bite-size 
packets and in longer, more narrative components.  Available time also needs to be 
considered; if an individual has an incredibly hectic work schedule, they might 
automatically delete an email containing a newsletter, but would be more apt to 
attending a specifically scheduled activity.   

 ROUTES OF APPROACH.   With any given topic, it is often possible to use 
varying approaches, using multiple formats by which the material can reach the 
intended audience.  This particular method gives the individual a better fundamental 
understanding of the proposed issue.  It also gives them multiple potential examples 
of how they would encounter it, increasing the potential for recognition in an actual 
event. 

CONTINUITY 

 With a lot of security education programs, one of the biggest failures is treating 
education as a once-a-year, “check the block” event.  Here is where “knowledge” and 
“awareness” truly part - a person can know what suspicious looks like, but, when 
confronted with something fitting that bill, not realize it fits into that category because 
that knowledge is not practiced. 

 SECURITY IS COMPLEX, MULTIFACETED, EVOLVING.   It is simply 
impossible to cover its every aspect in one sitting and expect people to know and 
understand everything.  A month after a training session, the world will change and 
some aspect of that change will affect the organization.  Failure to keep up with that 
change will negate the progress created by the initial training event.  As such, the 
program must evolve with the ever-changing technological environment ensuring the 
threat picture known to the employees remains current. 

 COMBATTING COMPLACENCY.   When an individual is placed on an alert 
status and no event occurs to justify the raised level of vigilance, they tend to slump 
into the mindset of ambivalence, forgetting or disregarding the principles they’ve 
been taught.   Having “follow-ups” provides, both, additional practice and 
justification of the need to remain aware of dangers. 

PERSONALIZATION 

 People are different; a new employee out of college working data entry will likely 
have a drastically different worldview from a senior-level executive account manager.  
If an identical piece of information were to be presented to both individuals, this 
worldview would cause them to perceive the information in different ways, assigning 
it differing degrees of importance and need of comprehension.  As example, the 
young employee might think a Tweeted alert or announcement is trendy, while the 
account manager might not even know or care what a Tweet is.  This concept of 
differing worldviews can be further broken down into age, department/function, and 
level of responsibility, and is exactly how the security education program needs to be 
structured.   

 AGE.   “Millennials” are online 24/7; they Facebook, Tweet, Instagram, and 
Tumblr.  With that in mind, with few exceptions, most millennials would generally 
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respond to educational messages delivered over one or more of those mediums.  
Older generations are, again generally, more tactile oriented; they prefer to feel, and 
touch, and see things and print.  Posters, pamphlets, and round-table discussions tend 
to be a better medium.  If on a smaller budget, one might consider having posters and 
imbedding QR codes that point to relevant websites, to make it more cyber-
interactive for the younger generation. 

 FUNCTION.   When an organization has several departments, broken down by 
function, it is best to consider how people in each of those backgrounds would 
approach security function of the organization.  Going with the previous example, an 
account manager would be more receptive to statements related to finance or loss of 
money.  The importance of tailoring the message to a person’s function is just as 
important as tailoring to their age.  Unfortunately, this is frequently discounted as it 
involves understanding the mindset of the people of each department, something that 
many IT-centric people just cannot accomplish. 

 RESPONSIBILITY LEVEL.  Junior employees are usually educated en masse, and 
are used to such means of communication.  While it is always good to have the 
personal touch, if an organization has a large number of employees, it is just not 
feasible.  On the other hand, senior-level employees, managers, and executives have 
an expectation to be addressed in a particular fashion, usually on a more individual 
level.  The education program needs to take this into account. 

 ENGAGEMENT.   In the modern age, people expect entertaining content.  Gone 
are the days of a, office memo being a sufficient education tool.  People crave to be 
engaged, told stories, made to understand how a particular issue affects them 
personally.  Without taking the need for engagement into consideration, an education 
program is likely to be ignored and generally forgotten. 

IDENTIFYING THE RIGHT PERSON(S) FOR THE JOB 
 With all that said, the task of creating an effective user-focused program cannot 
be given to a random person, nor can it be treated as a side project - there is just too 
much at stake.  The individual must have both technical and social abilities; they need 
to understand the technology in use and the psychology of the people using it.  As 
such unicorns rarely exist (though, they most certainly sometimes do), the task would 
normally require a small team of people whose skills would cover all the necessary 
bases.  Normally, it would be up to the officer in charge of organization’s security to 
find and assign appropriate personnel. 

CONCLUSION 
 When designing an education program, it needs to be engaging and memorable.  
When designing a security education program, it needs to be all that, involved, and 
constantly evolving.  The cost of not doing so is just too great. If current training 
mindset is kept the same, the people in the castle will keep haphazardly unlocking 
doors and turning hundred-thousand-dollar firewalls into expensive decorations. 
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